How to configure multipath for high
availability and performance on Debian and
CentOS for storage at IBM DS8300 SAN

Author: André Felipe Machado<andremachado@techforce.com.br>

This detailed how to guides to achieve high availability and performance on Debian and CentOS
for accessing storage space at IBM DS8300 Data Storage Systems.

Tested on Debian GNU/Linux 5.x Lenny 64 bits and CentOS 5.3 64 bits running on 8 cores
blades, with Host Bus Adapters Qlogic and Emulex Light Pulse Fiber Channel in deployed
systems at SERPRO

Observations showed that Debian Lenny has the best performance, for our app load profile and
hardware.

Also, there are listed a number of previously not clearly documented critical pitfalls to avoid.
STUDY whole articles, hints, implications, and cited resources before planning your deployment.

Every detail matters.

Before start, you

must have LUNs at IBM DS8300 storage configured for high availability and performance as
explained at the article How to configure maximum performance storage space for Debian
GNU/Linux on IBM DS.8300 Data Storage Systems

Multipath and storage basic concepts

In order to achieve high availability and high performance conections with the IBM DS8300
storage, with load balancing and fail over, you must to configure multipath carefully and keep
some concepts in mind.
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® The storage presents LUN volumes to the host
as SCSI devices through the fiber channel HBA interfaces.
e Each LUN has its own "universally"
unique
wwid.
e Both HBA are connected to the
same wwid LUN.
e Each HBA presents the
same wwid LUN
as different SCSI drives to the host.
e EFach HBA has
its own wwpn towards the storage (as it sees them).
® Each storage conection also has its
own host port name for each HBA.
e After being correctly configured,
each HBA
"see" all other LUNs connected through
all other HBA at the
same host. But
only enable them, keeping them
inactive unless needed.
® Therefore,
a given LUN is presented by
2 HBAs as
4 SCSil drives to the host.

® The unfriendly names /dev/dm-XY are
symbolic links to the
real mappings at
/devimapper/*.

® Do not mount the SCSI drives directly or you will not leverage the high availability and
performance of multipath.
e \Worse, if you mount same wwid, but different host SCSI drives, at different mount points and
options, you will likely mess the underlying file system.

What is the Host Bus Adapter model?

At SERPRO, there are deployed HBA models that work well with Emulex or QLogic drivers.

You must be
absolutely sure about wich ones are installed in the host.

You
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must not mix different boards.

Failure to identify correct model and suitable driver
WILL cause kernel lock up during next boot.

Configure APT to include network and QLogic HBA
drivers

You must follow the configuration steps at How to configure APT for multiple repositories and
sectionsAND only install the driver if they are the actually installed HBAs.

Failure to identify correct model and suitable driver
WILL
cause kernel lock up during next boot.

# apt-get install nultipath-tools-boot nultipath-tools firmare-qlogic
firmnare-bnx2 sysfsutils
# reboot

The packages firmware-glogic and firmware-bnx2 (a network driver, if your host use this chipset)
are in the non-free repository section, disabled by default Debian installation.

Configure APT to include network and Emulex Light
Pulse Fiber Channel HBA drivers

The Emulex Light Pulse Fiver Channel (Ipfc) is already a FOSS driver accepted into kernel source
tree, and is available at Debian default installation.

You must follow the configuration steps at How to configure APT for multiple repositories and
sectionsAND only install the driver if they are the actually installed HBAs.
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Failure to identify correct model and suitable driver
WILL
cause kernel lock up during next boot.

# apt-get install multipath-tools-boot nmultipath-tools firmware-bnx2
sysfsutils
# reboot

The package firmware-bnx2 (a network driver, if your host use this chipset) is in the non-free
repository section, disabled by default Debian installation.

Pitfalls

e Failure to identify correct model and suitable driver
WILL
cause kernel lock up during next boot.

e \Without reboot, it will not correctly identify the boards nor map them correctly at device-mapper.
They will
SEEM to work and will
change mappings at next boot, confusing your configurations.

e \\ithout the correct packages installed and suitable repository sections enabled, initrd system
mappings will NOT be configured correctly during next kernel upgrade.

® During initial system installation, the boards with non-free drivers were detected, you may had
installed the BLOB non-free drivers with a pen-drive or other secondary media/method, but the
letc/apt/sources.list may had not be configured to enable non-free sections
must verify this.

® Maybe, a kernel module unload/load cycle could identify the boards, but this is a valuable
oportunity to check your configuration files for an unattended reboot event.

Verifying that the correct Linux kernel module
was loaded

Emulex driver

Below there is an example of what you should expect to find at your host:

debi an: ~# cat /var/log/dnmesg | grep Emul ex

[ 19. 505676] Enul ex LightPul se Fibre Channel SCSI driver 8.2.6

[ 19. 505676] Copyright(c) 2004-2008 Emulex. All rights reserved.
debi an: ~#

debi an: ~# cat /var/log/dmesg | grep Ipfc

[ 32.076790] | pfc 0000:10:00.0: 0:1303 Link Up Event x1 received
Data: x1 xf7 x8 x0
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[ 54.856504] | pfc 0000:07:00.1: 2:1303 Link Up Event x1 received
Data: x1 xf7 x10 xO

debi an: ~#

debi an: ~# I snod |grep | pfc

| pfc 243060 8

scsi _transport _fc 49668 1 Ipfc
scsi _nod 160760 9

sr_nod, ses _nod, i bata, | pfc,scsi _transport_fc,aacraid, scsi_tgt
debi an o5 OLOGIE driver

The gla2xxx driver is at the non-free repository section at Debian.

debi an: ~# cat /var/| og/ dnesg |grep gl a
: 03.

[ 3.201082] gl a2xxx 0000: 10 0: Found an 1SP2312, irqg 160, iobase
Oxf fffc2000061a000

[ 3.201082] gl a2xxx 0000: 10: 03. 0: Configuring PCl space..

[ 3.201082] gl a2xxx 0000: 10: 03. 0: Confi gure NVRAM par aneters. .

[ 3.294125] gl a2xxx 0000: 10: 03. 0: Verifying | oaded RI SC code. .

[ 3.438017] gl a2xxx 0000: 10: 03.0: Allocated (412 KB) for firmware
dunp. .

[ 3.489479] scsil : gl a2xxx

[ 3.492172] gl a2xxx 0000: 10: 03. 0:

[ 3.492172] gl a2xxx 0000: 11: 04. 0: Found an |1SP2312, irqg 224, iobase
Oxf f f f c2000061c000

[ 3.492172] ql a2xxx 0000: 11: 04. 0: Configuring PCl space..

[ 3.492172] gl a2xxx 0000: 11: 04. 0: Confi gure NVRAM paraneters. .

[ 3.585353] gl a2xxx 0000: 11:04.0: Verifying | oaded RI SC code. .

[ 3.697266] gl a2xxx 0000: 11:04.0: Allocated (412 KB) for firnmware
dunp. .

[ 3.841405] scsi2 : gl a2xxx

[ 4.018499] gl a2xxx 0000: 11: 04. O:

[ 4.019634] gl a2xxx 0000:11:04.1: Found an |SP2312, irq 225, iobase
Oxf fffc2000061e000

[ 4.019736] gl a2xxx 0000:11:04.1: Configuring PCl space..

[ 4.019930] gl a2xxx 0000:11:04.1: Configure NVRAM paraneters. .

[ 4.112595] gl a2xxx 0000:11:04.1: Verifying | oaded RI SC code. .

[ 4.271948] gl a2xxx 0000:11:04.1: Allocated (412 KB) for firnware
dunp. ..

[ 4. 405866] gl a2xxx 0000: 10: 03.0: LOOP UP detected (2 CGops).

[ 4. 453005] scsi3 : gl a2xxx

[ 4. 453005] gl a2xxx 0000: 11: 04. 1:

[ 5.368773] gl a2xxx 0000: 11:04.1: LIP reset occured (f7f7).

[ 5.478246] gl a2xxx 0000: 11: 04.1: LOOP UP detected (2 Gops).

debi an: ~#

debi an: ~# cat /var/log/dnmesg | grep Q.ogic

[ 2.180303] Q.ogic Fibre Channel HBA Driver: 8.02.01-k4

[ 3.492172] QLogic Fibre Channel HBA Driver: 8.02.01-k4

[ 3.492172] QLogi ¢ Q. A2340 - 133M#z PCl-X to 2& FC, Single Channe
[ 4.018501] QL,ogic Fibre Channel HBA Driver: 8.02.01-k4

[ 4.018503] QLogi ¢ QA2342 - 133MHz PCI-X to 2CGb FC, Dual Channe
[ 4.453005] QLogi ¢ Fi bre Channel HBA Driver: 8.02.01-k4

[ 4.4

teni an s reate tHe f&té/multipath”cont for the TBM
DS8300 storage
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Starting from the 1BM DS830f)y RF¢EENGevViitewill modify it for our purposes.

Discover the wwid for the /etc/multipath.conf

As multipath is not yet correctly configured, the command below will return "undef" for
some paths, as the example below. What we need now is to identify the wwid between
parenthesis.

debi an: ~# nultipath -1

npat hO (36005076308f f c36c000000000000115f) dm 1 | BM , 2107900
[ size=50G [features=1 queue_if _no_pat h] [ hwhandl er =0]

\ _round-robin O [prio=0][active]

_3:0:0:0 sdb 8:16 [active][undef]

_3:0:1: 0 sdc 8:32 [active][undef]

_ 5:0:0:0 sdd 8:48 [active][undef]

_ 5:0:1:0 sde 8:64 [active][undef]

—— = —

Your /etc/multipath.conf could become similar to the example below for the IBM DS8300 storage
system.

BRI R R R R R T R R R R T R T R R A
HHAHT
Mul tipath.conf file for |1BM Storage

H*H =

Version 3.01
AFM 09dez2009 for DS8300 1.2.3.4

#
#
# SERPRO > SUPSI > SIETE > SI ECE
#

H+

| MPORTANT: |f you change nul tipath.conf settings after the DM MPI O
devi ces

# have al ready been configured, be sure to rerun "nultipath"

HHHH R R R R R R R R A

s

#

#

# defaul ts:

#

# pol l'ing_interval . The interval between two path checks in
seconds.

#

# fail back . The failback policy should be set to

"i nmedi at e"

# to have automatic failback, i.e. if a higher
# priority path that previously failed is
restored,

# I /O automatically and imredi ately fails back
to

# the preferred path.

#

# no_path_retry : Use this setting in order to deal with
transi ent
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# total path failure scenarios. Indicates that
the if

# all paths are failed for 10 checks
(iterations of

# t he checkerl oop) then will set the device to
# .fail if_no_path. so that I/Ow Il not stay
queued

# forever and 1/O errors are returned back to
t he

# application. This val ue should be adjusted
based on

# the value of the polling_interval

Basically, with a

# | arger polling interval, this neans that the
anmount

# of tinme of allowed total path failure will be
# | onger, since the tolerance tine is

# (no_path_retry * polling interval) seconds.
# SHOULD NOT BE USED W TH . f eat ur es.

#

# re_mn_io . The nunber of 10Gs to route to a path before
swi t chi ng

# to the next path in the sane path group

#

# pat h_checker . The default 'readsector0Q' path checker uses
SCSl

# READ (opcode 0x28) which doesn't work in
clustered

# environnents. TUR (Test Unit Ready) does
work in

clustered environnents with storage that
subscri bes
# to the SCSI-3 spec
#
# user_friendly names : Wth this value set to .yes., DM MPI O
devices w ||

# be naned as .npathO., .npathl., .npath2.
etc.

# The /var/lib/mulitpath/bindings file is
# aut omatical ly generated, napping the

. mpat hX. name

# to the wid of the LUN. If set to "no", use
t he
# WA'D as the alias. In either case this be
will be
# overriden by any specific aliases in this
file.
#
#
defaults {

pol l'i ng_i nterval 30

fail back i medi at e

no_path_retry 5

rr_mn_io 100

pat h_checker tur

user_friendly_names yes

re a local disk with wwi d SI BM ESXSVMAN3184MC_FUFROP29044K2 i s

}

#

# An exanpl e of blacklisting a |ocal SCSI disk

# He

# bl acklisted and will not appear when "nultipath -1(I)" is invoked.

how to configure multipath Debian CentOS for IBM DS8300 7 de 13



#

#

#bl ackl i st {

# wwi d S| BM ESXSMAN3184MC_FUFR9P29044K2
#}

#

# An exanpl e of using an ali as.

# NOTE: this will override the "user_friendly_name" for this LUN
#

# Here a LUN from|BM storage with wwi d
3600507630ef f f €32000000000000120a

# is given an alias of "IBM 1750" and will appear as "IBM 1750
#(3600507630ef f f e32000000000000120a) ", when "multipath -1(I)" is
i nvoked.

#

#

#mul ti pat hs {

# mul tipath {

# wwi d 3600507630ef f f €32000000000000120a

# alias | BM 1750

# }

#}

#

# devices . List of per storage controler settings, overrides
def aul t

# settings (device_naps bl ock), overriden by per multipath
# settings (nultipaths bl ock)

#

# vendor . Vendor Nane

#

# product : Product Nane

#

# path_grouping_policy : Path grouping policy to apply to nmultipath
host ed

# by this storage controller

#

# prio_callout : The programand args to callout to obtain a path

# wei ght. Weights are summed for each path group to

# determ ne the next PG to use case of failure.

# NOTE: If no callout then all paths have equal s wei ght.
#

#

devi ces {

# These are the default settings for 2145 (1BM SAN Vol une Controller)
# Starting with RHEL5, nultipath includes these settings be default

device {

vendor "1 BM

product "2145"

pat h_groupi ng_policy group_by prio

prio_call out "/ sbin/npath_prio_alua /dev/ %"
}

# These are the default settings for 1750 (I BM DS6000)
# Starting with RHELS5, nultipath includes these settings be default

device {

vendor "1 BM

product "1750500"

pat h_gr oupi ng_policy group_by _prio

prio_call out "/ sbin/nmpath_prio_alua /dev/ %"
}
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# These are the default settings for 2107 (1 BM DS8000)
# Uncomment themif needed on this system

device {
vendor "1 BM'
pr oduct "2107900"
pat h_groupi ng_policy group_by_seri al

# These are the default settings for 2105 (I1BM ESS Mddel 800)
# Starting with RHELS5, nultipath includes these settings be default

device {
vendor "I BM'
pr oduct "2105800"
pat h_groupi ng_policy group_by_seri al
}
mul ti paths {
mul tipath {

wwi d 36005076308f f c36c000000000000115f
# alias diskl 500

pat h_groupi ng_policy failover

pat h_sel ector "round-robin 0"

}
}

devnode_bl ackli st {
devnode "*"

}

bl acklist {
devnode "sda"
}

Please, notice that we are NOT using the friendly name defined at the alias parameter, because a
personal configuration management preference. But you could define a friendly name given that
is universally unique,

at least unique at your corporation.

Also, notice the "blacklist" and "path_checker" parameters. They are
suitable for this hardware.

Remove invalid LVM volumes and mappings

If you do not remove invalid LVM volumes, the "multipath -F" command will not
release the invalid /dev/imapper/mpath* ones.

Before, you must move the /var/lib/multipath/bindings to another place. The file is useful for
cluster setups, mostly, when all hosts must have same bindings to avoid confusion.
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If you do not move it, old parameters will be read again,

# mv /var/lib/multipath/bindings /var/lib/mnultipath/bindings. bak

The following command, will remove the LVM mappings that do not exist anymore, and are
inactive, allowing "multipath -F" to release them and allowing re-mappings.

Clean the LVM ghost mappings similarly to the example:

# dnsetup renove grupol-| abpostfix—-exp——02C0nﬁgure
[etc/lvm/lvm.conf

Search for a similar snippet as the example below. But adapt it for your host, as it may have
another local volumes outside the SAN.

# This is an exanple configuration file for the LVM2 system
# By default we accept every bl ock device:
# AFM 160ct 2009 trying to filter duplicate volunes allowi ng only dm
#filter = [ "al.*/"

# filter =1 "al/dev/dnm(\-[0-9])|", "r/sd.*/" N O P I
# AFM 220ct 2009 use correct nultipath devices instead of dm X
filter = [ "a| "/ dev/ mapper/npath.*|" , "r|.*|" ]

There are some useful commands to identify and remove invalid LVM volumes.
STUDY the man pages. You must use them ONLY if there are invalid mappings, and being
extremely careful with such powerfull commands.

vgreduce --test --renmpvem ssing vg0Ol

dnsetup |Is --tree

dnsetup info grupol-lvstripeld

dnsetup i nfo npat hO

dnsetup targets

dnsetup table --target nultipath npathO

dnsetup table --target striped grupol-lvstripeld

HHFEHHHH

Immediately after, you must generate a new initrd boot image.

# update-initranfs -u

**YOU HAVE TO REBOOT HOST*,
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The multipath tools daemon command line is too slow for correct mappings of all devices at the
device-mapper.

Therefore, is not enough to execute:

debi an: ~: # invoke-rc.d nultipath-tools restart

or

[centos]:# service nultipathd restart

You MUST execute the following sequence:

debi an: ~# i nvoke-rc.d nultipath-tools stop
debi an: ~# nultipath -F
debi an: ~# reboot

or

# service nultipathd stop

St oppi ng nul ti pat hd daenon: [ X ]
# multipath -F

# | s /dev/ mapper/

control

# reboot VEIIfy the mappings

You have to execute the following command and compare output with previous results.

This time, priorities should be assigned, devices activated, alternate paths enabled and ready.

debi an: ~# nultipath -v2 -|

npat hO (36005076308f f c36c000000000000115f) dm 1 | BM , 2107900
[ size=50QF [features=1 queue_if_no_pat h] [ hwhandl er =0]
\_round-robin O [prio=1l][active]

\_1:0:0:0 sdb 8:16 [active][ready]

\_round-robin O [prio=1][enabl ed]

\_1:0:1:0 sdc 8:32 [active][ready]

\_round-robin O [prio=1][enabl ed]

\_3:0:1:0 sde 8:64 [active][ready]
\ round-robin O [prio=1][enabl ed]

aci an: -+ HOW disCOVEL tH& wwpn that SAN receive
from your host
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In order to configure the SAN, you must know the identifier that HBA presents to outside.

debi an: ~# cat /sys/class/fc_host/host1/ port_nane
0x210000e08b8e3020

oxar0000s0smie oo FIBW ' CHEE OVRF tHe THterface id of the
SAN

debi an: ~# cat /sys/class/fc_renote_ports/rport-1\:0-0/port_nane
0x500507630808c36¢
debi an: ~# cat /sys/class/fc_renote_ports/rport-1\:0-1/port_nane
0x500507630838c36¢
debi an: ~# cat /sys/class/fc_renote ports/rport-3\:0-0/port_nane
0x500507630803c36¢

oxsoosoresossacaseCreate High perfemance L Ve,
RAID and file systems at the storage space

You have to create LVM, RAID and file systems for high performance over the multipathed
devices mapped at /dev/imapper/mpath* as explained at another article, Configuration and tuning
of LVM, RAID and filesystems for high performance and availability on SAN (to be published).

Resources

IBM DS8300 /etc/multipath.conf reference file for RHEL 5.

Emulex IBM branded HBA drivers.

How to get wwpn from Emulex HBA on RHEL 5.3.

Calivia - Linux multipath 10.

Oracle VM Server Configuration- multipathed SAN storage.
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"http://www.emulex.com/downloads/ibm/lightpulse-fc-hba-drivers.html"
"http://www.fernandocosta.eti.br/?p=50"
"http://www.calivia.com/domain/storage-file-systems/linux-multipath-io"
"http://wiki.oracle.com/page/Oracle+VM+Server+Configuration-+multipathed+SAN+storage"

FC SAN and Ipfc driver.
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